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1. Introduction 
 

It is important to the Bradford Learning Network Team that we provide you with the 
highest level of customer service possible.  With this in mind, this Customer Service 
Plan outlines all the information you should need if you need to make contact with the 
BLN team regarding any of our services.  
 
The BLN Team  
 
The BLN team is led by a Project Manager whose responsibilities include the 
monitoring of the performance of the BLN team and its supply chain. This includes the 
E-ICT Helpdesk, Virgin Media and Smoothwall. The BLN team provide support, 
training and guidance to schools and all general / financial enquiries relating to the 
BLN should be directed to the contacts below.  
 

Name  Role Contact 
number  

Email 

Jo Dean  BLN Project 
Manager 

01274 434835 jo.dean@bradford.gov.uk 

Alyas Haider Technical 
Support Officer 

01274 434835 alyas.haider@bradford.gov.uk 

Tina Housley Customer 
Support Officer 

01274 434835 tina.housley@bradford.gov.uk 

Sarah Hawkins Finance 
Assistant 

01274 434835 sarah.hawkins@bradford.gov.uk 

 

2. Communication  
 
The BLN is committed to communicating effectively to the right people at the right time. 
The team deliver services to a diverse community of schools including council 
maintained, academy and free schools. For general communication the team will use 
email. 

2.1. Website 
www.ticbradford.com/bln is the BLN’s dedicated website for all information and 
documents you require about the BLN. This is also where all upcoming BLN events 
and courses are advertised 

2.2. Contact information 
To enable the BLN team to communicate effectively with customers up to date 
contact information is required. To make the collection of this information as 
efficient as possible a contact information form is available on the BLN website 
which should be completed whenever contact points change.   
 
Please note it is school’s responsibility to ensure that all contact information is kept 
up to date.  Failure to inform the BLN team of any changes may result in your 
organisation not receiving vital communications relating to your internet services. 

http://www.ticbradford.com/bln
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3. Roles, Responsibilities and Demarcation 
 
The below outlines each parties responsibility to ensure that the service delivered 
meets all parties expectations and so the support offered can be delivered effectively 

3.1. School 
The demarcation point of the BLN is the Smoothwall UTM device in school. On 
one side of the Smoothwall UTM is the Virgin Media fibre and on the other is the 
school network. The BLN are not responsible for any faults on the school side of 
the Smoothwall UTM equipment. However, the BLN can work with schools to 
ensure that this side of the network is designed and configured correctly to ensure 
you are getting the most out of your BLN connection. 

 
School must ensure that the BLN equipment is kept in a secure, tidy and cool 
environment.  All equipment should be housed in an appropriate cabinet with easy 
access.  If a piece of equipment needs to be swapped out but is being obstructed 
by school equipment, the engineer may be unable to proceed with the work to 
resolve the issue.  Power must be available to the cabinet.  In the event that a fault 
is reported, school will be expected to confirm that there is power to the equipment 
and may be required to re-start the equipment.     
 
If a change is being logged via the E-ICT helpdesk, they may request that the 
change be sent via email from the Headteacher before it can be logged.  This is to 
ensure there is a full audit trail and all parties understand the request that is being 
made.  If changes are being logged directly with the suppliers, only changes 
requested by authorised users on their fault reporting list will be accepted.   

3.2. The BLN Team 
The BLN team are the point of contact if you are unhappy with how your support 
query is being handled.  They will liaise directly with the suppliers and take over 
management of the request if required.  All calls are looked at on a weekly basis 
and a full review of all the support calls is carried out with the suppliers once a 
month.     

 
In the event where it is unclear where the fault may lie, the BLN team will 
coordinate representatives from all the suppliers to work together to come to a 
resolution. 

3.3. School Reference Group 
The school Reference Group is made up of a Primary, Secondary and Academy 
Chain Senior Leaders and Business Managers to represent all BLN schools. They 
challenge the BLN team on any issues that they feel need resolving.  
 

4. Fault Reporting 
 
With the monitoring tools we have in place, the BLN are able to proactively monitor 
your connection and assess how this is being used. However, faults may occur and 
below is the process that must be followed to enable the BLN to effectively manage 
the issue you may have with any element of the BLN. 
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4.1. Education ICT Helpdesk (E-ICT)  
The E-ICT helpdesk is the first point of contact for the majority of schools to report 
all faults. They perform the first line diagnostics to determine the fault and have 
the tools and expertise to fix the majority of calls at first contact. If the call requires 
support from the supply chain, E-ICT will facilitate this and manage the resolution 
of the fault on your behalf 

 
Telephone  01274 439300 
Email  educationict.helpdesk@bradford.gov.uk 

4.2. School Employed Network Managers 
If you have a school employed Network Manager who performs their own first line 
diagnostics, they can directly access second line support. Training must have been 
undertaken to enable this access to be granted. Once training has been completed 
your Network Manager will be issued with the contact details and a unique PIN for 
the supply chain support desk. Their name will also be added to the list of 
individuals who are able to contact the supply chain directly. Please contact the 
BLN team to discuss any training requirements or if a member of staff should be 
added to the supply chain contact list.  
 

5. Change Management 
 
Over time you may require to make some changes either to your Smoothwall filtering 
policies, to the Smoothwall UTM or core firewalls. If your school has a Network 
Manager, who has attend the relevant training courses, these changes can be made 
by them.  If you don’t have a Network Manager or prefer not to make these changes 
yourselves we offer an enhanced helpdesk package at a charge of £200 per annum.  
 
Enhanced Helpdesk Support 
The BLN team offer an enhanced helpdesk package which enables schools to simply 
log a call with E-ICT for the required filtering and firewall change. The majority of 
changes will be actioned at the first point of contact by E-ICT however if the change 
does need to be passed onto the supply chain, E-ICT will liaise directly with the 
suppliers, on your behalf, to implement the change. Some changes may need 
authorisation from the headteacher depending on what the change allows or blocks.  
 
School Employed Network Manager 

 
Once a network Manager has attended a Smoothwall Full Admin training course they 
will be able to make filtering / firewall changes on their Smoothwall device as and 
when required with no authorisation from the BLN.  However, core firewall changes 
must be submitted to the BLN team for verification and so that the Virgin Media 
paperwork can be fully completed.   

 
 
 

Change requests will only be accepted if they have been sent from a school email 
address.  Dependent upon the impact of the change, the BLN may contact school to 
discuss the request before it is implemented. 
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5.1. Firewall Changes 
The BLN has two firewalls, the Unique Threat Management as part of the 
Smoothwall device and the Central Palo Alto firewalls managed by Virgin Media.  

 
Smoothall UTM 
Due to the complexity of firewalls and the security implications of making an error, 
only schools that have undertaken Smoothwall Admin training are able to make 
firewall alterations to the Smoothwall UTM. All other schools are required to log 
calls with E-ICT to make these changes.  

 
Palo Alto 
As part of the BLN’s security procedures, the core firewalls can only be changed 
using the BLN Change Control process.  The change details must be sent to 
either educationict.helpdesk@bradford.gov.uk or directly to 
alyas.haider@bradford.gov.uk who will then complete the necessary paperwork 
on schools behalf.  
 

Filtering Policy Changes 
There are 2 ways schools can choose to manage their filtering policies.  
 
School Admin Access 
For those schools wishing to manage the Smoothwall themselves they can 
choose to attend full Admin training. This gives those attendees an individual user 
name and password, allowing them to make changes to all elements of the school 
filtering and firewall.  Support calls can be logged directly with Smoothwall.   
 
E-ICT Enhance Support 
Schools also have the option of subscribing to the E-ICT enhanced support.  Any 
filtering / firewall changes will be completed by the E-ICT team remotely and they 
will also actively monitor your Smoothwall device as well as scheduling any 
updates.  We recommend schools who do not have a full time employed network 
manager to subscribe into this option. 

5.2. Planned Maintenance 
If you are aware of any planned maintenance that could impact your Internet 
services, such as work on your site’s electricity, please inform the BLN team. This 
will help us assist you effectively in the event of an issue and provide support if 
required.  

 
Building Works 
The BLN must be made aware of any building work being planned on your site 
even if you don’t think it will have an impact on your BLN connection. You may not 
be fully aware of where the fibre runs inside and outside of your building. Should 
you not inform us of any building work your fibre connection could be damaged 
which could result in the loss of the internet for a prolonged period and the risk of 
unnecessary costs being incurred. This could also have an impact on your 
building schedule should the correct notice period not be given.    
 
 
Cabinet Equipment Relocation 
If you require your BLN equipment relocating there is a lead time of 14 working 
days for a site survey which will then provide an estimate for the timescales of the 
work required.. It is the school’s responsibility to plan this into their build schedule. 

mailto:educationict.helpdesk@bradford.gov.uk
mailto:alyas.haider@bradford.gov.uk
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Once we are aware of the detail of the work, the BLN Team can arrange for a site 
survey and a quote for the work to be carried out. 
 
BLN initiated change 
Where possible, changes to the network which may disrupt your service will be 
done outside of core school hours. If this is not possible, the BLN team will give 
school a minimum of 10 days notice for planned maintenance.  Where an 
immediate change is required, it may be that a shorter notice period is given.   

 

6. Service Level Agreements 
 
The purpose of a Service Level Agreement (SLA) is to clearly define the service 
delivered to you by the BLN and the supply chain. It details the responsibilities of the 
BLN, the school and the supply chain.  The SLA also outlines the standard fault 
resolution timescales. 
 
When a call is logged it is given a priority by the relevant support desk. This is defined 
by the severity of the impact of the issue on the customer. For example, if the whole 
school had no internet this would be a priority 1, if one user couldn’t access their email 
this would be a priority 3.  
 
The majority of calls will be resolved by the E-ICT helpdesk or your network manager, 
however some calls will need to be forwarded to the supply chain for resolution. Each 
supplier has their own SLA and call priorities. This is called a back to back SLA. The 
time starts for each individual supplier once the call has been forwarded to them which 
may not necessarily be when it was initially reported by you as several suppliers may 
be involved in the resolution of your call.  
 
Below is a summary of response and fix times for all the support desks. The full 
documents can be found on www.ticbradford.com/bln-homepage  

6.1. E-ICT SLA   
Helpdesk hours 08:00-17:00 Monday to Thursday and 08:00-16.30 Friday. 

Log Type Response time to Raise Ticket 

Fault logged by phone Logged Immediately 

Voicemail 1 working Day 

Email 1 Working Day 

 

6.2. Smoothwall SLA  
Helpdesk hours 8.30-17:00. 

Key  Description Response time  Fix 

P1 Priority 1 System is down; 
business is critically 
affected; majority of / 
all users affected. 

1 hour response < 1 day 

P2 Priority 2 System is impaired; 
business is adversely 
affected but is 
operational; large 
proportion of users 
affected 

2 hour response < 2 days 

http://www.ticbradford.com/bln-homepage
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P3 Priority 3 System is operating 
but with limited impact 
to users. 
 
 

 < 5 days 

 
In the event that your Smoothwall hardware fails and you require a new box, the 
BLN team have a number of spare boxes.   A new box will be built using a backup 
taken from your current box and then brought out to school to be installed.  If your 
box fails before 12:00 the team will endeavour to replace your device before 16:00 
the same day however this is on a best endeavours basis dependent upon how 
long the restoration may take. 

6.3. Virgin Media SLA   
Helpdesk 24 hours. 

 
Loss of internet access due to an issue with the IPVPN network or your Virgin Media 
equipment in school.   

Fix time of 6 hours. 
 

Threshold Service Credit Scheme 

0-1 hours past 3% of recurring monthly charge 

1-3 hours past 5% of recurring monthly charge 

3-5 hours past 7% of recurring monthly charge 

5-10 hours past 10% of recurring monthly charge 

> 10 hours past 50% of recurring monthly charge 

 
 

Service Description Response Times Change Implementation Target 

Simple Firewall Change 48 hours 4 working hours 

Complex Firewall Change 48 hours 2 business working days 

DNS Changes 48 Hours 2 business working days 

 
Service credits available for your IPVPN circuits will be credited to the school by 
the BLN team. 
 
Service credits are also available should an element at the core of the network fail.  
This includes the core firewalls, core DNS servers and the MIA circuits out to the 
internet.  Dependent on the monetary value of this service credit, the monies will 
either be credited to the affected schools or kept as a central fund to be invested 
into the network for all schools to benefit from.  
 
An attack on the network (such as DDOS) is not covered by the Virgin Media SLA 
as it is not a fault of the network design or the equipment.  Therefore, service 
credits will not be awarded in a DDOS type situation by Virgin Media.  
 
DNS changes can usually be completed by either the E-ICT helpdesk or a trained 
network manager and only complex changes should be logged to the Virgin Media 
Service Desk.  

 

7. Escalation Contact Points 
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If at any point the completion or resolution of a query or fault is not progressing to your 
satisfaction then the issue should be escalated using the contacts below. This needs 
to be done within the guidelines of the Service Level Agreement. 

7.1. First Point Of Escalation 
Faults reported to the E-ICT support desk 
The first point of escalation within E-ICT is the helpdesk supervisor. 
  
Supervisor  Wendell James 
Telephone  01274 439300 
Email  Wendell.James@bradford.gov.uk 

 
Faults reported directly to the supply chain support desk 
The BLN Team are the escalation point for Network Managers and will liaise 
directly with the supply chain.  
 
BLN Team  Alyas Haider or Tina Housley 
Telephone  01274 434835 
Email alyas.haider@bradford.gov.uk or tina.housley@bradford.gov.uk 

7.2. Second Point of Escalation 
If the first point of escalation is not effective please contact the BLN Project 
Manager. 
 
The BLN Project Manager should also be contacted if you have a call which 
requires immediate action outside of the standard SLA.  Whilst every effort will be 
made to respond to these requests please note it will not always be possible to 
expedite requests outside of the standard SLAs.  
  
BLN Project Manager  Jo Dean 
Telephone  01274 434835 
Email  jo.dean@bradford.gov.uk  

7.3. Third point of Escalation 
The third point of escalation is the Manager of the Curriculum Innovation Service which 
the BLN is a part of.   
 
Service Manager  Paul Scott 
Telephone  01274 434818 
Email   paul.scott@bradford.gov.uk   
 


